File No 13-02/2023-L1
Government of India
- Ministry of Communications

Department Of Posts
(Directorate of Postal Life Insurance}

Chanakyapuri, New Delhi-110021
Dated: lo/01/2024

To
All HOCs

Subject : Precautionary measures to guard against fraud in PLI/RPLI

There have been repeated instances coming to light wherein departmental statfs
have been identified to be indulged in misappropriation of public money in PLI/RPLL
This office has been regularly issuing directions for taking guard and preventive
measures to check occurrence of frauds time and again. Very recently a case has came
into the cognizance of this Dte wherein fraud has been committed using Mccamish ID of
one of the user/operator after getting Rule-38 transfer to a different Circle.

2. In this regard, the under mentioned letters related to preventive vigilance (enclosed
herewith) may please be disseminated among all and in-house training on
preventive vigilance be organized sensitizing the staffs/officials to avoid any such
recurrence in the future.

Ser | Letter No Subject Date of

No issuance

o1 29-34/2012/LI (Vol-ID) Password Policy-setting  complex | 02 -08-2016
passwords-Reg

02 29-34/2012-L1 Forwarding disbursement sanction | 13-07-2015
memos generated by McCamish from
one office to other office -reg

03 06-01/2011-LI(Pt) Irregular transaction /activities in | 21-12-2016
collection of premium in /Core
Insurance Solution

04 06-01/2011-LI{Pt) Irregular  transaction/activities in | 02-01-2016
collection of premium in  /Core
Insurance Solution

05 13-06/2019-LI Precautionary measures to guard | 09.01.2020
against frauds in PLI/RPLI

g, In addition to the above, the need to continuously monitor CSI transaction being done
on Sunday/holiday for which CEPT has provided a separated dashboard may also be
promulgated amongst all. The link of the same is shared herein again
https://utilities.cept.gov.in/pli.

4. This issues with the approval of the competent authority. /e ’ZO \ Q

—_
Pranav Kumar’ ﬁl l\ AL
GM (Operations)

Enclosures: As above
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Dapantmend of Posty, Miniskry of Communicotiont &
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CUharckyapu Post Ofice Complex, Maw Daihi1 10031

wybe
Mo Doted
5 34/201 2444 (Yol 1) 02-08-2016
To,
Al Chanf Postrmasiers Genersl,

Sub:  Paspward Pelicy-Setting complex passwords - Reg.

This s regarding setting of complex, passronds for accessing HcCamish by the
officers/officisls to enhance/ensure security Lt

any other official/officer.

F4 Instrections heve been ssued in the ¢33 R Complex passwords by the
RS 50 that the same carawt be iy ffio dlety sevenet crsls have omng to flght i the
recent past where it has been ko e . bs which are very covnmaon
and the passwords slss match yith St it abaost identical characiess.,
Added to ﬂ:ﬂmﬁmmmﬂawuhwaﬁ JOmE ing thikr passwords with their
eoloagues and supadors, Thy : . : rogplar Rrancdal
trargsctions putting the depart

3 Further, it should alsa 4 ogs into the McCamish
s ooy his/her User 10 10 ac mbn iy taon & verified by
tha user, as after Logoing lnm H } L Office tlame and User
Kame claady appaars at bottoen tight cor 'm i and togl right camer respectively
on the sereen of MoCamish. The ulg  officadfolich gor wotking in Pl section shouid
be deactivated by the system sdmi i

4 Sharwyy each other's passwosd 3o unscsthorired wansaction for
wmd\m-oﬁ;tdmmdﬂibo hdrufors, rcguesiod, to sonitize 33

, UNACR iy ol the passwords and 1o change
mmummmnmmmsmwwmmmmmmm
take up the matter to get the password policy enatiled in the systom shortly. The password policy
mmmmmmmmmhmmemwgmm This should b
cuculated to abl users, supervisors and other oificers.

h
A K Rops

Generyt Manage PLI{O)
Enslasure: As abowe
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DIRECTORATE OF POSTAL LIFE INSURANCE
Deporimant of Posts, Ministry of Communications &

Information Technology, Government of india
Chonokyapuri Post Office Complex, New Dethi-! 10021

h-j i feats
No Dated
06-01/2011-L1 (Pt) 21-12-2016

To

All Chief Postmasters General,

Sub:  lrregular transactions/activities in collection of premium in /Core Insurance Solution’

Some irregular transactions/ activitiemdiféction of premium in ‘Core Insurance
Solution’ from Haryana, Uttar Pradesh &/Rajasthan Circle have been brought to the notice of
PLI Directorate. In view of the above, following(are, th instruchons to Circles for creation of
User iDs in 'Core Insurance Solution {McCan:Ish) 7

(i) User 1Ds should be by/name apdno J,ser D should be credted by System Admin by
designation or otherwise. Sys{lem Adf‘nin concerned will be'held responsible, if any
User 1D is found to have been ‘:re ted by ldesig atTon or otherwise except by name.
Circles will ensure that all User 1D otheritha'_n y name avaifable in system in their
Circle are deactivatéd by System Admins poné\ejned] within tl-mree days.

(i) All detalls like date gf birth, mobile nur([!ge\r, email D etc. required to be entered in
system for creation ofUser IDI:Lhould be of the-offic It/ officil concerned. Officers/

officials concerned haye to funish'correct{information to System Admin in writing

under their signatures for the'purpose. 1f the sarp'e is found to have been wrong,

officers/ officials concermed ‘VQ be iheld reSponsible for furnishing wrong

information. "

N |

(i)  User IDs should be created by System Admin with written approval of head of office.
However, In case of emergency the same may be created by System Admin on verbal
approval of head of office, which should be got approved in writing subsequently.

(iv)  User IDs should be created only for Officers/ officials performing PLI/ RPLI work,
The officers and officials who have transferred from P, should be de-activated in
systemn by System Admin concerned, immediately.



(v

V1)

(vif)

(vii)

(tx)

(x)

Rights to perform finandal transactions (collections & disbursements) should be
assigned only to Postal Assistants, Working on PLI/ RPLI counters and not to anyone
else. Il any other officer/ official Is assigned with access of collection and
disbursement screens, the System Admin concerned will be held responsible,

Strong Passwords should be set by officers/ officals concerned, so that, the same

Ot be cracked by anyone. Besides, the same should not be shared by officer/
official concerned within others. | Case their User IDs and passwords are used by
any other officer/ official to access to perform any mischievous transaction, the
officer/ official concerned whose User ID is used for such transaction will be held
fespansible equally and liable for disciplinary action.

and other related reports of collections and disbursements to ensure that the correct

Divisional/ Unit Head, immediately, by the Supervisor,

generate aforesald reports ang cross check with the figures

to ensure that there is no variation, In case of variation

reported to Divisional/ Unit Head, immediately, by the D
concerned,



(x)

(xif)

{xiii)

(xiv)

DDM (PLI}/ ADM (PLI) in Circle will also generate PAD-wise Funds Flow Report for the
same day {in online module) for their Circle at 04:15 PM and again in morning next
working day, cross-check both reports to see variations and take up with Division
and HO concerned where variation is observed for inquiry and needful action.

No collection and disbursement should be done manually. All collections and
disbursements related to PLI and RPLI should be done in *CIS' (McCamish) only. DPM/

APM/ Supervisor of Counter have to keep close watch on the working of counter PA
to ensure this.

Premium posting of pushback cases and updation of premium posting, where
premium was actually received, but not updated in system, using functionality of
Meghdoot upload should be done by CPC only after approval of data contained in
.csv file from Postmaster of the HO, DPM/ APM/ Accountant of HO will daily check
history of .csv files and premium updated through those files in system and cross
check the same with the approvals accorded by Postmaster of HO, Divisional Office
should also check records of at least 10% of .csv files uploaded in each CPC under it
at random and get a confirmation of approval from Postmaster of HO concerned. If
any premium posting is updated through .csv file using Meghdoot Upload
functionality for the months post roll-out and current month, the same has to be
inquired into in detail by Divisional Office and needful action taken,

During the course of inspections of offices concerned, authority concerned should
also check whether aforesald instructions are being adhered to. If not, responsibility

shoutd be fixed and stern disciplinary action should be taken against the officer/
official responsible.

Koot

(Shéuli Burman)
General Manager (0)
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D!RECTORATE OF POSTAL LIFE INSURANCE
Department of Pos!s, Ministry of Communications,
Gavernment of India
Chanakyapuri Post Office Complex, New Delhj-1 10021 hevis

Dated

Mo

06-01/201 1-L1 (Pt) 02-01-2019
To

All Head of the Circles,
Addi. DG of APS

Sub: rregular transactions/activitigs in"collection of premium in /Core Insurance Solution

been brought to the notice of PLI Dirgétprate. In view of the same, detailed instruction issued
vide this office letter of even no. dated 121-12-201 ? is being recirculated for strict comptiance

thereof. / . ) ; 4
] = ‘

» | : L
2. Further, in partial z,‘nodiﬁcatig‘m of the instrus:t;‘on n?entione at SL No. {vii} of this office
letter referred above, it has now been decided'tbat_\-; ; i

for the previous day and check that there is no changg_in'iransactions and amount accounted
for in Post Office Account. In case of variation the matter should be reported to Divisional/
Unit Head, immediately, by the CPC in-charge.”

3. This issues with the approval of competent authority,

{M. U.iAbdal
General Manager (0)
Enclosure: instruction dated 21-12-2016
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DIRECTR i-fE'.F POSTAL LIFE INSURANCE
Depaﬁm&m of Posts; Ministry of Communications,
~_Government of Indio
- Chczmkyépu r Pos;f Office Complex, New Delhi-110021
No G L e Dated

13-06/2@&55‘121 o 09.01.2020

To, ,
ANl HOCs

Sub: Pré'gautionmifméé""'ff::ii'e  t )

There have been repeated instances coming to light where in
dircet agents/ departmental staffs using various modus operandi have
managed to misappropriate the government money in PLI/RPLI This office
has been regularly issuing directions for taking guard and preventive measures
to check reoccurrence of these frauds. Reeently oune such case has been
reported by a Circle where Direct Agent in connivance with SPM and
using user id /password of SPMs, managed to collect premium amount in POs,
issue fake receipts and su.bs;equeéntly cancelling the receipts.

!‘3

In view of aforementioned case, the :in3't1'ucti011.s issued vide PLI Direclorate
letter no. 06-01/2011-L1 (P1) dated 21.12.2016 for preventive vigilance may be

strictly adhered to avoid any such instances in future.
yo
. A0
@/Oa\.\

(Hariom Sharma)
Deputy Divisional Manager-I1



Sub:

Ref:

F Noag-og/zo bl 2)
Ministry of Communications
Department of Posts

(Directorate of Postal Life Insurance).

The CPMG,
Madhya Pradesh Circle
Bhopal-462012

D. O letter no. LIP/Fraud/

On the subject matter,

Chanakyapuri p.O. Complex
New Dethi-110021

oo July 2021

7

Dated:

PLI-RPL1/2021-22 dated 14.07.2021.

{ am directed to request you to take necessary

action on following additional points highlighted s under: -

_ All the policies listed in annexure are needed to be frozen
‘Team/FS! and the amount deposited shall be reverted. Moreover, it may further
for getting the details of such policies, if any, which have been

be enquired into,

recently or in past got surrendered/mature

involved in the fraud.

immediately by CEPT

d by the offender or his accomplices

A detailed enquiry needs to be initiated by the Circle Office to check the

premium, loan amount etc. collected and various payment amounts disbursed in
PLI/RPI Policies in McCamish in each of the Post Offices (BO/SO/HO) under the

Division with the amount

particular day, so as to

exercise may be conducted

System in the division.

PLI/RPLI Transactions

accounted for in the Post Office account of that
incidence of misappropriation. This

rule out any such
to McCamish

for period since the date of migration

performed during holidays or during the period of

" Jockdown, imposed due to COVID-19 may explicitly be investigated.

. Enquiry shall also extend to the Pay Recovery Policies where premium ig received

through bulk upload. The user id of such officials performing schedule updation
needs to be scrutinized for getting the details of the policies and amount updated

during 2 period with

Department.

_ All other relevant points

covered.

This issues

original schedule & actual amount credited to the

required o establish/ correct the incident should also be

arma)

L
with the approval of CGM (pLD). M
> Vg\?\g\’)f\
(tlariom S

Deputy Divisional Manager-11



