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Laptop/Desktop configuration Steps

Check Java Installed or Not

[E All Control Panel ltems

Go to Control Panel - Java (32-bit)

4 [Z » Control Panel » All Control Panel ltems

Adjust your computer’s settings

35 Administrative Tools

D9 BitLocker Drive Encryption
[E Credential Manager

Fa Devices and Printers

&) File History

¢4 Indexing Options

=3 Keyboard

%% Network and Sharing Center
[ Programs and Features
P Security and Maintenance
& sync Center

82, User Accounts

5 Windows To Go

€. Akamai NetSession Interface Control...

B¢ BitLocker Encryption Options
& Date and Time

= Display

Flash Player (32-bit)
f Infrared

F,:s Language

& Personalization

& Recovery

& Sound

A system
Ea\".‘indows Defender
[E Work Folders

[0g AutoPlay

B3 Color Management
FS Default Programs
'@ Ease of Access Center
A Fonts

Internet Options

B Mail (32-bit)

[ Phone and Modem
& Region

@ Speech Recognition
[ZL, Taskbar and Navigation
ﬂ Windows Firewall

v Search Control ...

View by:  Smallicons ¥

@ Backup and Restore (Windows 7)
fas Configuration Manager

% Device Manager

=l File Explorer Options

*& HomeGroup

| £ Java (32-bit)

@ Mouse

5 Power Options

3 RemoteApp and Desktop Connections
5 Storage Spaces

[ Troubleshooting

@_ Windows Mobility Center

IF not installed download CBS setup folder under which we get required JAVA version with

below Link

= https://drive.google.com/open?id=1TDaHahcs2ilN1lyoptKSjhAx2BIIROTR

jre-7u45-windows-i586 < Download this file.

Click on the file and click Next to install Java.

O

x

o
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Configuration Steps for Java

Go to Control Panel\All Control Panel Items

Click on Java (32bit)

Click on Java tab then click on view & make sure there in only one java

= _-1-_ 4= 1] = e i Es W L) mv | ISR N R P B P -] 2l TN TS . W d ] J_.!I."!.l-d'.l"l_'c n
{18 Java Control Pane ‘
=5 192
| General Update Java Security Advanced iL .
¥
4 E
| Java Runtime Environment Settings x
User : system
Platform  Product Location Path Runtime Parameters Enabled
1.7 [1.7.0_35 |http:/fjava.s... [C:\Program Files (x86...] [
Find Add Remove

Now click on security tab and Enable the check box “Enable Java content in the
browser”

Make sure security level is MEDIUM (if not than drag down the button to MEDIUM)
Click on OK
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|£| Java Control Panel — *

General Update Java Security Advanced

Enable Java content in the browser i

Security Level
il ery High

] L

High (minimum recommended) I

B Medium :

Least secure setting - All Java applications will be allowed to run after presenting a :

security prompt. [

Restore Security Prompts Manage Certificates. ..

7. Go to Section Advanced and ensure that “Don’t Check “option is enabled for “Perform
signed code certificate revocation checks on” and “Perform TLS Certificate revocation on”
sections

|£| Java Control Panel - b4

General Java Security Advanced

----- (@) Enable - show warning if needed ~
----- () Enable - hide warning and run with protections

----- (0) Enable - hide warning and don't run untrusted code

----- (D) Disable verification (not recommended)

Perform signed code certificate revocation checks on

----- () Publisher's certificate only

----- (O All certificates in the chain of trust

Check for signed code certificate revocation using

----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol {OCSF)

----- Both CRLs and OCSP

Perform TLS certificate revocation checks on

----- (O Server certificate only

----- () All certificates in the chain of trust

----- (®) Do not check (not recommended)

Chedk for TLS certificate revocation using

----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol (OCSF)

----- Both CRLs and OCSP

dvanced Security Settings

----- [[] Enable the operating system's restricted environment {native sandbox)
Use certificates and keys in browser keystore

Enable blacklist revocation check

Enable caching password for authentication

----- [ use s5L 2.0 compatible ClientHello format

----- Use TLS 1.0 v

Concel || pmy

g
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8. Kindly use below path
Control Panel\All Control Panel Items\Default Programs\Set Default Programs

9. Now we need to set Internet Explorer as default program

@ S calibri
e B

Clif

S

I
board & 1
— 4

@@-\0 » Control Panel b Programs b Default Programs » Set Default Programs

Set your default programs

To set a program as the default for all file types and protocols it can open, click the program and then click Set as default.

Programs

e Chromium

‘ Firefox

G Google Chrome
(renetbporer |
.= Microsoft Office Qutlook
0 Opera Stable

j Paint

! Picasa Photo Viewer

) Windows Contacts

| Windows Disc Image Burner
Qwindaws Media Center

1G] Windows Media Player

=] Windows Photo Viewer
_./Windows Search Explorer
R WInRAR archiver

= wardPad

Page:3of3 | Words: 6

¢ Internet Explorer
Microsoft Corporation
http://www.microsoft.com/windows

‘Windows Internet Explorer 8 provides an easier and more secure web browsing o

experience. Perform quick searches right from the toolbar, custom print your
‘webpages, and discover, manage, and read RSS feeds.

This program has all its defaults

< Set this program as default

Use the selected program to open all file types and protocols it can open by

default.

% Choose defaults for this program

Choose which file types and protocols the selected program opens by default.

2. Replace
Lt Select -

Editing

5
0
=
()

307 PM
4/6/2018

10. Restart your System

11. Now Click on Finacle shortcut
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12. Click on TOOL tab than Click on Internet Option

minade Universal Bar

@ Q - |@l https://cbsjw302.ippb.in:10200/SS0/ui/SSOLoginjsp

¢ Favorites | 7 (@) Suggested Sites v |§]) Ainaexc [2) Moura @] Web Slice Gallery v

| @ Finacle Universal Banking Solution

SR @ Certificate Error| 5 | X || d| Palikan

= @ v Page v Safety v | Tools ay el

Universal Banking Solution

User ID

Password

Reopen Last Browsing Session

Pop-up Blocker
Manage Add-ons

e el @

Work Offline

Compatibility View Settings
Full Screen

)

Toolbars
Explorer Bars

R Developer Tools
Suggested Sites
Send to OneNote

€ Internet Options

F11

F12

1

Done

@ Internet | Protected Mode: On

3

3

3:08 PM
aill

4/6/2018

- ——
Internet Options ' ﬂli

v R1% v

al| security | Privacy | Content |

| Frograms | Advanced|

Select a zone to view or change security settings.

eb Slice Gallery v

@ &4 v/ O

> & Certificate Enul‘ 4 ‘ >3 H M| Patikan

B~ B - = @ v Pagev

£ -

Safety v+ Tools ¥ @v @ ﬂ

Internet Local intranet  Trusted sites Restricted sites
Internet
Sites
This zone is for Intarnet websites,
except those listed in trusted and
restricted zones.
Security level for this zone
Allowed levels for this zone: Medium to High
Medium
- Prompts before dovnloading potentially unsafe
content

- Unsigned ActiveX contrals will not be downloaded

—

Enable Protected Mode (requires restarting Internet Explore;

ifersal Banking Solution from Infosys

r)

| [ ] [a

il
pply ]

MiFinacle

1

@ Internet | Protected Mode: On

4/6/2018
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Click on internet icon

Internet Options ? >

General Security  Privacy Content Connections Programs —Adwvanced

Select a zone to view or change security settings.

@ ¢ vV O

ntv.-_-rnv.-_- Local intranet  Trusted sites  Restricted
sites

Internet

Sitt
0 This zone is for Internet websites, ==

except those listed in trusted and
restricted zones.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explorer)

Custom level. .. Default level
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14. Click on custom level

— = v
o) | \ 2
2 Internet Options - - - | 4 23 re - —
. | h Certificate Error | 42 | X ‘ {| Palikan el -
Security Settings Intemetlons- — - l 9 |
Settings leb Slice Gallery =
©) Prampt i il + (=] g v Page~ Safety~ Tools~ @~ £}
[} use Pop-up Blocker i = o &4 0 < <}
[Olisable] -
(©) Enable i
] use Smartscreen Fitter
(©) Disable
(@) Enable
|| Userdata persistence
(©) pisable
@) Enable
|| Websites in less privileged web content zone can navigate in ) .
©) Disable " F I
© o -8 = 2 L L2
(©) Prompt |;
=] Scripting A
=] Active scripting T
(©) Disable -
< (II] | 3
*Takes effect after you restart Internet Explorer
Reset custom settings
Resetto: [ yedium-high (default) v] [ Reset. |
‘ersal Banking Solution from Infosys
J
L. ‘
i —

@ Internet | Protected Mode: On v ®135% -

7 W m ok 9 9 Mo W8 WENTENE LR

15. Under setting we need to disable the POP-UP BLOCKER
16. Click on ok
17. Now we need to Repeat the 19,20 & 21 no. step for LOCAL INTRANET, TRUSTED SITES &

RESTRICTED SITES
18. Now we need to click on trusted site under this click on sites tab and enter Finacle URL &
Click on ADD
19. NOW CLICK ON FINACLE ICON & WE NEED TO ACCEPT & ALLOW ALL POPUP WHICH
COMES WHEN WE ARE OPENING FINACLE

20. Access the below link.
https://cbslb001.ippb.in:30200/SSO/ui/SSOLogin.jsp  ------ IPPB CBS URL

21. Check below link for Bio-metric if it is accessible continue the installation of devices
guided by the SOP for Registered Devices.
http://acpl.in.net/  ---- for Biometric Devices
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